
GenieGate - User Management
Software



GenieGate - User Management Software



Table of Contents
1. Intr oduction............................................................................................................................................1

2. Installation ..............................................................................................................................................2

2.1.DirectoryStructure......................................................................................................................2
2.2.QuickStart..................................................................................................................................3

2.2.1.Install database...............................................................................................................3
2.2.2.Edit ~/geniegate.ini.........................................................................................................4
2.2.3.Runsetup.php.................................................................................................................5

2.3.BasicApacheUsage....................................................................................................................5

3. Where to gethelp...................................................................................................................................7

4. Administrati ve functions.......................................................................................................................8

4.1.SignOn .......................................................................................................................................8
4.2.Main Screen................................................................................................................................8
4.3.UserScreen.................................................................................................................................9

4.3.1.CreateUser...................................................................................................................10
4.3.2.SearchUsers.................................................................................................................11

4.4.Groups.......................................................................................................................................12
4.5.Properties..................................................................................................................................13
4.6.Export(andimport)...................................................................................................................13

5. User level functions..............................................................................................................................15

5.1.Theweb/user/�les ....................................................................................................................15
5.2.Usersignup ..............................................................................................................................15
5.3.ChangePassword......................................................................................................................16
5.4.Re-sendcon�rmation code........................................................................................................17
5.5.Log Out.....................................................................................................................................17
5.6.Logins........................................................................................................................................18
5.7.ForgottenPasswords.................................................................................................................19
5.8.Personalsettings........................................................................................................................20

6. Customization......................................................................................................................................21

6.1.About theHTML ......................................................................................................................21

7. UserTemplates.....................................................................................................................................22

7.1.shell.php- Shell template..........................................................................................................22
7.2.Overview of thetemplates.........................................................................................................22
7.3.emailtemplates.........................................................................................................................24

8. ProgrammersAPI ................................................................................................................................26

8.1.Login via theAPI......................................................................................................................26
8.2."Passive" login ..........................................................................................................................26
8.3.Plugins......................................................................................................................................26
8.4.Creating/ModifyingtheGenieGatelibraries.............................................................................27

A. Caveatsand things to note .................................................................................................................28

A.1. HTTP AuthenticationandLog outs.........................................................................................28

B. vCard implementation........................................................................................................................29

C. Plugins..................................................................................................................................................30

C.1.ApacheDBMlargescalehtaccess............................................................................................30

iii



D. XML export/import ............................................................................................................................31

D.1.Overview of theformat............................................................................................................31
D.2.TheDTD for theXML format.................................................................................................32

E. License..................................................................................................................................................34

F. MySQL tables......................................................................................................................................36

iv



List of Tables
5-1.Form variablesfor signup..................................................................................................................15
5-2.Form variablesfor passwordchange..................................................................................................16
5-3.Form variablesfor con�rmation codereminder.................................................................................17
5-4.Form variablesfor passwordchange..................................................................................................17
5-5.Form variablesfor Login....................................................................................................................19
5-6.Form variablesfor Password reminder...............................................................................................19
5-7.Form variablesfor changingproperties..............................................................................................20
B-1. vCard�elds andproperties................................................................................................................29
F-1.MySQL tables....................................................................................................................................36

List of Examples
2-1.Con�guring basicapacheauthentication..............................................................................................6
C-1.Con�guring for ApacheDBMwith GNU dbmsupport.....................................................................30
D-1. ExampleXML document..................................................................................................................31

v



Chapter 1. Intr oduction

GenieGateis a �e xible PHPapplicationfor managinguseraccounts,featuringa pluginmodelallowing it
to interactwith otherapplications.

GenieGateis well documented.This manualis largeto providedocumentationin speci�c areasmost
peoplewill notneed.Sectionsthatareoptionalusuallyhavea noteat thebeginningexplainingthatit can
beskimmedover. TheprogrammersAPI documentationis coveredseparately.

Tip: For your convenience, this manual is indexed at GenieGate (http://www.geniegate.com/). Please
feel free to make use of the web site. It will contain the most up to date information available.

GenieGatesupportsApachestylegroupsandpasswordsalongwith PHPbasedsolutions.It supports
exportingandimportingdatain anXML formatfor backupsandbatchorientedinteractionwith other
applications.

Whereverpossible,it staysoutof yourwaysoyoucandesignyourwebsitein away that�ts yourstyle.
Theuserlevel functionssupportaLOCATIONparameterwhichallowsyou controloverwheretheuseris
directedaftercompletinganoperation.With this LOCATION variable,usersmaynotevenbeawarethey
areusinganaccountmanager. To them,it mayappearasthoughthey' resimplyusingyourwebsite.

Throughit' spluginAPI, it is possibleto integrateGenieGatewith otherapplicationsrequiringuser
accesscontrols.Thisallowsyou to haveoneusernameandpassword for severalcgi scriptsand
applications.

Throughit' sproperties,GenieGateis capableof storingarbitraryKey - Valuesetsof data,classi�ed in
groups.This �e xible propertymanagementallowsadditionalpropertiesto beaddedastime goeson,
multiple classi�cationsallow applicationsto utilize "pr. user"propertieswithout interferingwith
GenieGate

GenieGatehandlesgroups,whichprovides�e xibility in accesscontrol.This meansthatcertainuserscan
haveaccessto areasotheruserscannot.

Apart from beinganapplicationit is alsoanAPI for otherapplicationsto utilize.
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Chapter 2. Installation

In any �e xible applicationdesignedto suiteawidevarietyof requirementsseveraltechniquesof
deploymentarepossible.GenieGateis noexception.

This chapterwill describetheoverallprocess.Howevereachcaseis uniqueandtheremaybedeviations
from this guide.

2.1. Director y Structure

GenieGateis structuredusingacentraldirectoryfor it' s library �les, separatedirectoriesfor each
deploymentandweb�les locatedwhereit is convenientfor thewebmasterto placethem.

• ~/geniegate/

Eachinstancehasit' s own ~/geniegate directory. Thisdirectorycontainscon�guration�les,
templatesanddatarequiredfor it' sown particularsetup.

Tip: In your geniegate.ini con�gur ation �le , this is referred to as WORKDIR.

It is recommendedthatyouplacethis directoryin yourHOME directory, ($HOME/geniegate/for
UNIX users)

Thevariouscommon.php �les thatresideunderweb/ assume~/geniegate/ is in yourUNIX home
directoryIf this is not thecase,youwill haveto edit common.php andspecifythe
GENIEGATE_CONF_FILEaswell asGENIEGATE_HOME.

• lib/

The lib/ directorycontainstheglobal�les thatareusedby default.Filesin thisdirectoryshould
neverbeedited,insteadthey shouldbecopiedto theappropriatesubdirectoryin ~/geniegate and
editedthere.(verymuchlike personalizedsettingsin your $HOMEdirectoryfor otherapplicationssuch
asemacs)

• web/
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Chapter2. Installation

Impor tant: It is extremely important that your private ~/geniegate is not accessible by the web
server

This directorywill containpasswordsandotherinformationthatshouldnotbemadepublic. It is
recommendedthatthisbein yourUNIX HOME directory.

Theweb/ directoryrefersto any �les thatarewebaccessible,typically someplacein your
DocumentRoot.

Beforeweproceedto the"Quick Start"section,it is assumedthatyourwebdirectoryis someplacein
webspace,andcanbereachedthrougha webbrowser, thatyour ~geniegate/ hasbeencopiedsome
placeoutsidewebspace.

2.2. Quic k Star t

This sectionattemptsto quickly walk throughtheprocessof installationandsetup,it doesnot cover the
Apacheplugincon�guration.If youhaveskippedthroughthedirectorystructure,you shouldreturnto it
now.

2.2.1. Install database

GenieGaterequiresaccessto a MySQL database.

Setupdatabase

1. Createdatabasemysql> CREATE DATABASE dbname;

Tip: It is recommended that GenieGate be given it's own database. (in cases where multiple
instances of ~/geniegate exist, separate databases are required )

2. Setupa userandgrantpermissions.mysql> GRANT ALL PRIVILEGES ON dbnameTO
usernameIDENTIFIED BY 'secret';

Wheredbnameis thenameof thedatabaseyouarecreating,usernameis theusernamefor
connectingto thedatabaseandsecret is thepassword usedin connectingto yourdatabase.

3. Flushtheprivilegessothatyoumayconnect.

mysql> FLUSH PRIVILEGES;
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Chapter2. Installation

Tip: Your internet service provider may have provided you with tools to manage mysql
databases. You should check with your ISP for the �nal word on creating and granting access to
databases. In many cases, these steps will have already been done for you.

More information about mysql, including security policies can be found at http://www.mysql.com/

2.2.2. Edit ~/geniegate .ini

Next, edit your localgeniegate.ini con�guration�le. In particular, makesurethe[databases]section
is accurate.

~/geniegate/conf/geniegate.ini

LIBRARY_PATH

Pathto libraries,this mustpoint to thegloballist of libraries.

WORKDIR

Thispointsto thelocal~/geniegatedirectory.

PLUGINS

This is acolondelimitedlist of plugins

Theremainingcon�gurationvaluesaredividedinto sections,thesesectionsaredividedby
[SectionName ] values.(this is astandard.ini con�guration�le)

[database]

HOST

Thehostnamemysqlis runningon.

USER

This is theusernameto connectto MySQL

PASS

Thepassword to connectto thedatabase.

DATABASE

Thenameof thedatabaseto connectto.
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Chapter2. Installation

Tip: Other areas will need to be con�gured too, but they are dependent on the type of setup you will
be doing. At �rst it's best to get the database working and return later for the other areas.

2.2.3. Run setup.php

In orderto setupthedatabasetables,run thesetup.phpscript in yourbrowser. It is importantto notethat
this scriptwill onlygiveyouyour root login/passwordonce.Runningit asecondtimewill not provide
you with a password.(this is for security.)

After setup.phphascompleted,you shouldbeableto login to yourcontrolpanel.Youshouldchange
yourpassword assoonaspossible.

Youcan,andprobablyshoulddisableweb/admin/setup.php afteryouaredonewith it.

Congratulations,younow haveaminimal installationcompleted.Youcanlogin, havea look aroundand
experimentwith differentthings.Beawarethataccountcreationmaynotwork if thepluginsarenot
con�gured.

2.3. Basic Apac he Usage

If you areonly usingPHPbasedaccounts,thissectioncanbeskimmedover. Youshoulddisableany
pluginsthatmakeuseof it. (Commentout thePLUGINSsectionin your
~/geniegate/conf/geniegate.ini )

This sectionwill quickly go throughusingtheApachepluginhere.We assumeyouhavea working
knowledgeof basicauthenticationandhaveusedthehtpasswdprogramthatshipswith Apache.

To getApachepassword styleauthenticationyou needyourcon�guration(geniegate.ini)PLUGINSto
containGenieGate/Api/Plugin/Apache.php

Con�guring [Apac hePlugin]

AuthUserFile

FilenamethatcontainsApachestyleusers.(thesameusedby thehtpasswd)

This �le, andthedirectoryit residesin mustbewritableby theserver. If theserver is runningas
usernobody, thenyou'll probablyhave to changethepermissionson thatdirectoryto 777.
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Chapter2. Installation

Simply changingthepermissionson the�le won't work.

This �le (andany �les in it' sdirectory)shouldNOT bewebaccessible.

AuthGroupFile

This is the�lename of apachestylegroups.

Justasin thepassword �le, theserverneedswrite accessto thedirectory.

Example 2-1.Con�guring basicapacheauthentication

PLUGINS=GenieGate/Api/Plugin/Apache.php

[ApachePlugin]
;; The password and group files for Apache regular authentication.

AuthUserFile=/home/joe/geniegate/conf/apa che/pa ssword s.txt
AuthGroupFile=/home/joe/geniegate/conf/ap ache/g roups. txt

Thatshouldbeit, GenieGatewill now beableto updatethesetwo �les eachtimea useraccountis
createdor modi�ed. It is still up to you to con�gure yourserver to usethese�les.

If you donotneedadditionalfunctionality, (suchasusersbeingableto signthemselvesup) thismaybe
all thatis needed.

Tip: For Apache the relevant directives are AuthType , AuthName, AuthUserFile , AuthGroupFile
, Require (for Require group) see your web servers documentation about how to create these �les .
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Chapter 3. Where to get help

It is ourbusinessto helpyou.Pleasecontactus(http://www.geniegate.com/contact.php) with any
questionsor concernsyou mayhave.

Althoughclientsrecievepriority help,freehelpis alsoavailable.

Althoughemailsupportis thepreferredmethod,telephoneconsultingis alsoavailable.In some
circumstances,consultingis availablein personaswell. (youmustbewilling to payfor transportation
expenses,this typeof consultingis bestreservedfor extremecases)

Pleasefeel freeto contactusthroughthecontactform at GenieGate(http://www.geniegate.com/)we
would like to know of any concerns,problemsor questionsyoumayhavewhichmightenableusto build
a betterproduct.
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Chapter 4. Administrative functions

Youmaysafelyskip thischapter, it is a referencefor theuseradministrative interface,which is moreor
lessselfexplanatory.

Theadministrative interfaceis GenieGate's "controlpanel"It allowsyou to addandremoveuser
accounts,createandmodify groups,changepasswords,performqueriesandotheradministrative tasks.

4.1. Sign On

Beforeyoucanbegin usingGenieGateyoumustsignin. Only thosewhoarein theadmingroupmay
signin to this form.

Whenyou setupthedatabaseyou createda specialusernamedroot who is alreadya memberof the
admingroup.
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Chapter4. Administrativefunctions

4.2. Main Screen

This is themainscreen,it showsyou somestatisticsaboutthenumberof usersandprovidesa"quick
search"boxwhereyoucansearchfor usersbasedon their names,emailaddressesor userID' s.(Wild
cardsarepermittedin this form)
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Chapter4. Administrativefunctions

4.3. User Screen

This menuallowsyou to create,queryor removeusers.It providesan"Expungeold accounts"option.
This shouldberunperiodicallyto clearout thependingaccounts.(Situationswherepeoplehavesigned
upbut did not con�rm their email)

Thesearchbox is morespeci�c thantheoneon themainscreen,it allowsyou to queryby speci�c �eld
andto limit thesearchto accountscreatedwithin a rangeof dates.
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Chapter4. Administrativefunctions

4.3.1. Create User

After enteringa userid in theUsersmenu,this form will bepresentedallowing you to createa new user.

TheGroupsis a multiple optionselectbox containingany groupde�nitions youmayhave.Userscanbe
assignedto morethanonegroup,typically by holdingtheCONTROL key while selectinggroupswith
themouse.

Thename,emailandpassword arerequired�elds.

Thepropertiesareoptional,(in fact,youcande�ne yourown propertiesin thePropertiesmenu)

After youhave �lled in theinformation,youmayhit thesubmitbutton(not shown) to createthis user.
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Chapter4. Administrativefunctions

4.3.2. Search Users

This �gure is anexamplesearchresultspage,providing links to avCard anda link to anedit screen.

ThevCardis a wayof exportingthis usersinformationinto youraddressanddependsoncertainkey
propertiesto be�lled in.

Clicking on theemailaddressallowsyou to emailthis user.

By default,passwordsarenot shown unlessthebutton"show passwords"hasbeenselectedon thesearch
box.

4.4. Groups

Groupsprovideaccesslevel functionality.
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Chapter4. Administrativefunctions

Membersmaybelongto 1 or moregroups.Accesslevelsmaybesetdependingonwhichgroup(s)a
givenuserbelongsto. In this way, it is possibleto providerestrictionsthateffectively sayOnlyadmin
usersallowedhere

Youmaycreate,modify or removegroupsfrom this menu.Beawarehowever thatthegroupID' smay
havesigni�cant meaningto oneor moreplug ins For this reason,groupsshouldbealphanumeric.

Clicking onagroupID providesa list of memberswhoare in thatgroupaswell asa form for editingthe
groupslabelor removing it.

4.5. Proper ties

Propertiesarepiecesof dataassociatedto users.An examplepropertywould besomeone's telephone
numberor zip code.

Youmayde�ne or removeany propertiesyouwish,howeverbeawarethatpluginsor otherapplications
maydependon them.

Creatinga new property. Involvesselectingdecidingif it shouldbea publicor privateproperty. Then,
makesureto selecttheright classi�cation.(undersection)Thepublic/privatestatuscannotbeadjusted.
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Chapter4. Administrativefunctions

4.6. Expor t (and impor t)

GenieGatesupportsimportingandexportingyourdata.It will export in a varietyof formatsincluding
apachestylegroups,passwordsandGenieGate'sown XML format.

Importingis only supportedwith XML �les.
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Chapter 5. User level functions

This sectiondealswith userlevel functions.(signup,password reminder, changepassword,etc..)

If you areusingGenieGatefor manualaccountcreations(throughtheadministrationinterface)anddo
notwish yourusersto havesuchfunctionality, you canskip thischapter.

5.1. The web/user/ �les

Theweb/users/ directorycontainsPHPcodethatis designedfor usersto run.
web/users/index.php Couldrunevery function,however for conveniencethereareseveraldistinct
scriptsthatrunparticularfunctions.Thisprovidesaway to link to themusingconventionalHTML
anchors.

Thesescripts(aswell astheadminscripts)makeassumptionsaboutwhereyour~/geniegate/ resides.
(See:Section2.1)

5.2. User sign up

This sectionhasto dowith allowing new membersto signthemselvesupautomatically. Theprocess
involves�lling outa form, checkingtheir emailandreturningwith a con�rmation code.

The�le web/users/signup.php containstheURL for this function,(however it doesnotactually
producetheHTML, it is equivalentto /path/index.php?DO_SHOW_SIGNUP_FORM=1 )

Theform requiresa name,userID,password,emailaddressandcon�rm address.Theform variablesare:

This form mustbePOST(GETwon't work for securityreasons)

Table 5-1.Form variables for sign up

Form Variab le Label What it does

DO_PROCESS_SIGNUP Tells theapplicationto processasignup. (Hiddenform variable)

USERID UsersID to use

NAME Name Suppliesthepersonsname.

EMAIL Email Suppliesthepersonsemailaddress.

PASSWORD Password Suppliestheuserspassword.

PASSWORDC Password Con�rm Suppliesapassword for con�rmation (mustmatchPASSWORD)
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Chapter5. Userlevel functions

Form Variab le Label What it does

LOCATION Optional,if provided,mustbeanabsoluteurl to displayaftersubmit.

After submittingthis form, theuseris askedto checkhis or heremailfor furtherinstructions.An emailis
sentto theusersemailaddress,with a temporarycon�rmation codeandurl usedto validatetheemail
address.(soit is essentialto usevalid emailaddresseswhentestingthis)

Whentheusercheckstheir email,they shouldgeta messagewith a url thatlookssomethinglike this:
http://www.example.com/path/to/web/users /confi rm.php ?C=163&U=userid

Tip: The text of this email is con�gur able by creating your own mail-confirm.php

Clicking thelink thegeneratedlink will activatetheir account,andthey will begiventheopportunityto
login.

TheLogin pageshouldbespeci�edin your ~/geniegate/conf/geniegate.ini In the[Url] section
underStartPage By default it is http://localhost/ . Which is almostcertainlynotwhatyouwant.

5.3. Chang e Password

Userscanchangetheir own passwords,theprocessinvolves�lling outa form with their existing
password,creatinganew password andrepeatingthenew password (for con�rmation)

Likeall theotheruserfunctions,web/users/index.php canbeusedto run thefunction,for
convenienceweb/users/change_password.php canbeusedto show theform.

It is assumedthatyouwill wantto tie this functionalityinto anexistingwebpagetheform variablesfor
doingsoarelistedhere.

Theurl theform is postedto is web/users/index.php

Notethattheonly acceptedmethodis POST. (for securityreasons)

Table 5-2.Form variables for password change

Form Variab le Label What it does

PASSWORD Password Providesexistingpassword.

NEW_PASS New Password Revisedpassword

CONFIRM_PASS Password Con�rm Con�rmation

16



Chapter5. Userlevel functions

Form Variab le Label What it does

DO_CHANGE_PASSWORD Hidden,actiondirective

LOCATION Optional,redirectionurl.

Tip: The screen that is shown after a password change isn't very nice looking. In most cases the
user should be directed back to what they were doing in the �rst place.

You can supply a hidden LOCATION form variable to a url you would prefer them to be directed to.

5.4. Re-send con�rmation code

This functionallowsauserto retrievetheircon�rmation code,this is usefulin theeventthey'velost their
email,or needto bereminded.

Theprocessis similiar to password retrieval, in thateitherUID or EMAIL form variablecanbeusedto
retrievetheinformation.Insteadof beingsenta password reminder, they aresenta URL anda
con�rmation codeto re-enabletheir account.

Table 5-3.Form variables for con�rmation codereminder

Form Variab le Label What it does

DO_SHOW_REMIND_FORM Controldirective,displaysremind-confno

DO_RESEND_CONFIRM Controldirective,sendsreminder.

LOCATION Optional,url to bedirectedto.

UID Their userID

EMAIL Their emailaddress

5.5. Log Out
One never really loggedin. First off, oneneveractually"logs in" to any webpage.Throughthemagic
of basiccookiesandsessionmanagementit canappearthatway but in fact,this is not thecase.(with
statelessconnections,all websiteshave thissamecaveat)

In GenieGatelogoutgenerallymeansclearingsessiondatathatrelatesto loginsresidingon theserver. It
is noteffectivefor standardHTTPbasedauthentication(See:SectionA.1 for importantnotesaboutthis)

This form workswith theGETmethod.

Table 5-4.Form variables for password change
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Chapter5. Userlevel functions

Form Variab le Label What it does

DO_LOGOUT Controldirective,only neededfor index.php

LOCATION Optional,url to bedirectedto.

Youmaychooseweb/users/logout.php insteadif index.php,Theform variableDO_LOGOUTis
not requiredif youdo this.

It is recommendedthatyousupplya LOCATION parameter, thisshouldbeacompleteurl to whereyou
would like theuserto bedirectedto afterthelogout.

If thelogoutfunctiondoesnotwork for you, it maybedueto theHTTPbasedauthentication,(perhaps
carriedover from theadminfunction)Youmayneedto restartyourbrowser. If youarecertainyouare
NOT usingHTTPauthentication,youmayhave founda bug.Pleasesubmita reportsowe cangetit
corrected.

5.6. Logins
The 2 methodsof login. GenieGatesupports2 methodsof authentication.Oneis HTTPbased,theother
is sessionbased.

HTTP authenticationhastheadvantageof workingwith almostany webresource;staticpagesandcgi
scripts.It is thestandardapproachto webbasedloginsandis partof thecoreHTTPprotocol.However,
it hasthedisadvantagein thatmany peopledon't like thelook of thesignupbox.With standardHTTP
basedauthenticationyou relinquisha certainamountof control;it is impossibleto providea reliable
logoutfunctionusingthis approach.

Sessionbasedlogin hastheadvantagethatit givesyoumorecontrolof thesessionandcanprovidemore
controloverwhatthelogin box lookslike.However, it hasthedisadvantageof requiringcookiesor
passingsessionID' s. It is notasstandard,requiresco-operationfrom everywebresourceandgenerally
doesn't work with staticHTML pages.

Tip: Apache supports a wide variety of directives. Some of them can be used with PHP to create
session based logins for resources. mod_rewrite is such a module. See http://www.apache.org/ for
more details on what apache can provide.

To usesessionbasedauthenticationwith GenieGateyouneedto accessit onanAPI level. This is not
quiteasdif�cult asit seems,it is slightly moreinvolvedbut is generallymoresuitable.

Theweb/users/index.php (with noparameters)usesthesessionbasedapproach,while
web/users/login.php usesHTTPbasedandthendefaultsto sessionbasedif theuserhits cancelon
thepassword dialogbox.(If index.phpis passedDO_LOGIN=1it is equivalentto login.php)
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Chapter5. Userlevel functions

Tip: A much better approach to logging in is to use GenieGate on an API level. You'll get much
better control over the process that way. See web/example/login/ for an easier approach that gives
you better control over what the forms look like.

Table 5-5.Form variables for Login

Form Variab le Label What it does

DO_LOGIN Directive,optionalwith login.php

LOCATION Optional,redirectafterlogin.

GG_USERID UserID UserID to login as.

GG_PASSWORD Password Userspassword

Youmaynoticethatthepageshown afterlogin is notparticularlyappealingor useful.It is recommended
thatyouprovide1 or morelogin forms,with theLOCATION setto whereyou would like yourvisitor to
goaftersigningon.

5.7. Forgotten Passwords

Theprocessof remindingauserof his or herpassword involves�lling outa form with their email
addressORtheir userID, GenieGatewill thenlookuptheir emailaddressandsendthepassword to the
emailaddressthey usedwhensigningup

This functionworksonly with thePOSTmethod,thecorrectscriptis web/users/index.php

Table 5-6.Form variables for Password reminder

Form Variab le Label What it does

DO_SEND_PASSWORD Directive,whatto do.

LOCATION Optional,redirectpage.

UID UserID UsersID

EMAIL Email Accountsemailaddress

EithertheuserID or theemailaddresscanbeused.(In theeventtheuserforgothis/heruserID.)It is not
anerrorto supplyboth.If they dosupplyboth,�rst theuserIDis checkedandif not found,theemail
addressis checked.

It is importantto notethatit will not sendtheaccountinformationto any addressthey typein. Theemail
addressis usedonly to lookuptheir accountinformation.

Tip: The email that is sent to them can be tailored by creating
~/geniegate/lib/vi ews/us ers /ma il- password .ph p and changing it.
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Chapter5. Userlevel functions

5.8. Personal settings

GenieGatehastheability to storeandmaintainarbitrarypersonalsettings.Typical usesarepostal
addresses,zip codes,favoritecolorsandthingslike that.

Personalsettingsareusedin GenieGate'svCard export implementation.

If you arenotusingpersonalsettings,you mayskipover this section.

Unlikeotherpro�le managers,youdonotneedto knowin advancewhichsettingsarerequired.Youmay
addthemthroughtheadministrationinterface.

This sectioncoverspropertiesfrom theperspectiveof useraccess.

GenieGatedistinguishesbetweeninternalandexternalproperties.Externalpropertiesmaybechanged
by theuser, while internalpropertiesarereservedfor theadministratorsuse.

Furthermore,GenieGateallowsmultiple classi�cationsof propertiesonanAPI level. This provides3rd
partyapplicationsandcustomsoftwarewith anability to storepropertiesuniquefor it' spurposes
separatefrom themainonesusedby GenieGate.

About web/users/properties.php. Thereis aprovidedscriptthatshowstheHTML requiredto set
properties,it primarily servesasanexampleof therequiredHTML, andshouldprobablynotbeusedin a
productionwebsite.(It showsALL publicpropertiesononepagein noparticularorder)

Thereis another�le in web/example/forms/properties.php thatdemonstratesa moreuniform,
orderlyapproach.Theexampleenablesa userto view andchangetheiraddress.It needsto beedited
beforeit canwork. ($LIB and$POST_URLwill needto besetto their properlocations)

Table 5-7.Form variables for changingproperties

Form Variab le What it does

DO_UPDATE_SETTINGSDirective,tells index.phpto updatethepersonalsettings.

LOCATION Optional,redirectedpageaftercompletion.

PROP:propId ThepropertyID to change.PROP:propId

ThePROP:propId mayneedfurtherexplanation;anythingafterthe"PROP:" is interpretedto meana
propertyID. So,to setthezip code,onewould use <INPUT NAME="PROP:postalCode" ... >
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Chapter 6. Customization

A largeproblemwith complex websitesandinfrastructureis thelackof aconsistentuserpro�le area.
Whenworking with multiple webapplicationsyouareoftenforcedto maintainseveralsetsof
username/passwordcombinations.

GenieGateis not just aPHPapplication,it alsocontainsaprogrammersAPI andwasdesignedfor
completecustomizationthroughtheuseof templatesandthemodel-view-controller designpattern.

6.1. About the HTML

Whereverpossible,ahiddenLOCATION parametercanbeusedto determinewheretheuseris directed
aftercompletingsomething.For themostpart,editingtheHTML in GenieGateshouldnotberequired.
In thecaseswhereit is desired,thedesignsupportssomethingknown as"views" this is moreor lessa
fancy way of sayingit' sall templatebased.

Editing thetemplatesdirectly is stronglydiscouragedinstead,youshouldcopy thetemplateto
~/geniegate/lib/GenieGate/views/users/ (or
~/geniegate/lib/GenieGate/views/admin/ ) andedit it there.

Doing thiswill allow you theability to run multiplecopiesof GenieGateandshieldyou from loosing
changesduringa possibleupgrade.(See:Section2.1for amoredetailedexplanation.)

Thedefault templatesetcontainsthe�lename at thebottomof thescreen,this canbeusedasa guidefor
which templateto edit.
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Chapter 7. User Templates

Theoutputfrom GenieGatecanbealteredby editingtemplates.(Or in many cases,supplyinga
LOCATION variableto a desiredpage)

7.1. shell.php - Shell template

Theothertemplatesare"wrapped"in theshell.php template,This is theproperplaceto removethe
lower Page: GenieGate/views/users/new-user.php pieceof information.(It is providedfor
your reference)

7.2. Overview of the templates

Youmaychooseto skipover this portion,it is providedasareference.Theeasiestway to customizethe
templatesis to simply locatethescreenyouwish to modify, view theinformationdisplayedat thebottom
andusethatasaguide.

Eachtemplateis displayedon thepageit appears.However, if youhavemodi�ed your shell.php , this
informationmaynotbevisible to you.Simply renamingthecopy youmadeat
~/geniegate/lib/GenieGate/views/users/she ll.php to a temporaryvalueshouldre-enable
this information.

• GenieGate/views/users/account-confirmed.p hp

Shown aftertheaccounthasbeencon�rmed.

• GenieGate/views/users/change-password.php

Show thescreenfor changingapassword.

• GenieGate/views/users/check-email.php

Show themessageexplainingfurtherinstructionshavebeensent.
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• GenieGate/views/users/error-confirm.php

Shown whenthereis anerrorduringthecon�rm stage.

This is expectedto befairly common,providea form for themto manuallykey in their userIDand
con�rmation code.

• GenieGate/views/users/error-general.php

Show anerror.

• GenieGate/views/users/error-signup.php

Shown whenthereis a problemwith thenew usersignupform.

• GenieGate/views/users/logged-out.php

Pageis shown afterloggingout.

• GenieGate/views/users/main.php

This is themainmenufor thepersonsaccount.

• GenieGate/views/users/new-user.php

New userpage.

• GenieGate/views/users/password-changed.ph p

This is shown aftera userchangestheir password.

• GenieGate/views/users/sent-password.php

Userpasswordhasbeenemailedto them.

• GenieGate/views/users/set-properties.php
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This view is shown aftera usersetsproperties.

• GenieGate/views/users/shell.php

Shellwrapperfor theinterface,this is a handyplaceto putHTML thatappearsglobally. (headers,
footers,etc)

Seethebeginningof thissectionfor anexplanationof how to useit.

• GenieGate/views/users/show-email-password .php

I forgotmy password form.

• GenieGate/views/users/show-properties.php

Verygeneric"properties"menu,showsall theuserspropertiesandprovidesa form for themto edit
them.

• GenieGate/views/users/stylesheet.php

This is thestylesheetincludedin shell.php

• GenieGate/views/users/user-signup.php

This showstheusersignupform.

• GenieGate/views/users/remind-confno.php

Displaysform for sendingcon�rmation codereminder.

• GenieGate/views/users/check-email-remind. php

Screenshown aftercon�rmation codehadbeensent.
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7.3. email templates

Email is alsotemplatebased.

Con�rmation Email. The�le GenieGate/views/users/mail-confirm.php createsthetext of the
informationemailedto a new userinstructingthemto con�rm their account.

ForgottenPassword. Thetext of theemailsentto auserwhenheor shechoosesto beremindedof their
password is in GenieGate/views/users/mail-password.php .

Con�rmation codereminder. Thetext of theemailsentto a userwhenheor shechoosesto be
remindedof theircon�rmation codeGenieGate/views/users/mail-confirm-remi nd.php . By
default, it simply includesmail-con�rm.php
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Chapter 8. Programmer s API

GenieGateis not just anapplication,it alsoprovidesa completeAPI for programmersto use.Through
this API it is possibleto storeandaccessproperties,performauthenticationandlistenfor events. (it is
alsopossibleto doagreatdealmore,you shouldconsulttheapidocumentsif youareinterested)

Peopleinterestedin usingGenieGatefor basicauthenticationmayskip this chapter. However, it should
bereassuringto know thatit is availableshouldyourneedsgrow beyondwhatis alreadyprovided.

Theactualdocumentationfor this API is not coveredhere,it is generatedby a freetool calleddoxygen
(at thetimeof this writing, doxygendoesnot supporttheDocBookformat)

8.1. Login via the API

ThePHP�les in your web/examples/login directorydemonstratea PHPbasedapproachto password
protectingPHPdocuments.Both form basedandHTTPauthenticationbasedmethodsaredemonstrated.

Using the examplesinvolvescon�guring . Thelocationof ~/geniegate/conf.php needsto beset
beforetheexamplescanbeused.

After you'vealteredthemwith thecorrect�le location,you maytry themout.basic.php providesthe
HTTP(with fall-backto abuiltin form) method.It involvesadding1 line to a PHPdocumentyouwish to
protect.

The2liner.php is slightly moreelegant,it demonstrateshow to usea form basedapproach,with a
userde�ned form for theuserto �ll out.

8.2. "Passive" login

Passive loginsareusefulin situationswhereyouonly needto protectportionsof adocument,wish to
provideseparateversionsof thesamedocumentdependingonwhetheror nota userhassignedon.

A classicexamplewouldbeproviding asign-onform to peoplewhoarenot signedin.

Passive loginsarealsousefulin situationswhereyou requireaccessto thepropertiesof a givenuser
(suchasaddressesor names)but donotwishyourpageto fail if heor sheis notalreadyamember.

Theexampleweb/example/login/passive.php demonstratesthis functionality. Justastheother
examples,it needsto becon�guredprior to usingit.

26



Chapter8. ProgrammersAPI

8.3. Plug ins

If you areusingApachestylepasswords,thenyouhavecomeinto contactwith plugins.They involve
addinganentryto your PLUGINSandoptionallysettingupsomeothercon�gurationsections.(This is
donein ~/geniegate/conf/geniegate.ini )

Pluginsarephpclassesthat"listen" to eventssuchasnew usercreationor accountchanges.They are
typically designedto maintainsynchronizationwith otherapplicationsthatmayneedto know about
theseevents.

To createaplug in, youshouldextendGenieGate_Api_Plugin andprovidemethodsfor theevents
you areinterestedin.

The logger plug in. For asimpleexampleplug in, GenieGate_Api_Plugin_Logger is a goodplace
to start.It will log eachevent(andit' sparameters)to a �le. It is ausefulplugin to assistin determining
thoseeventsyouareinterestedin.

8.4. Creating/Modifying the GenieGate libraries

Generallyyou shouldneverneedto modify thelibrariesof GenieGate.Doingsois notof�cially
recommended,but it is possiblewith minimalhassles.

PleasedoNOT changethe�les in theglobal lib/ directory. Youshouldcopy themto your
~/geniegate/lib/ directoryandedit themthere.
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Appendix A. Caveats and things to note

A.1. HTTP Authentication and Log outs

Whenusingbasicauthenticationapachestyle(or any webserverusingbasicHTTPauthentication)the
login credentialsarestoredon thebrowserthishastheunpleasantsideeffect thatit is simplynotpossible
to provideaneffective"logout" function.

Theonly way to actuallylog outof sucha siteis to shutyourbrowserdown or if thebrowsersupportsit,
clearthelogin credentials.(Eventhis is notalwaysreliablebecausethebrowsermaynotknow which
cookies/credentials/formvariablesto clear)

Workaroundsfor this styleof authenticationincludethingslike sendingtheclientbrowsera header
statingtheir credentialswerenotaccepted,but theusercouldsimplycancelandsignon to anotherpage
anyway.

Whenusingsitesthatusethis typeof authenticationit is usuallybestto restartthebrowserwhendone,to
ensureyourpassword is notpreserved.(eventhen,somebrowsersmaychooseto cachethis information)

If a logoutfunctionis imperativeyoucanrestrictyourapplication(s)to usingGenieGateonanAPI level,
this will work (sincethelogin credentialsarestoredon theserver).

Thereis nothingserver-sidethatcandealwith this problemreliably. If a webapplicationclaimsto offer
this functionality(with HTTPauthentication)it is stronglyrecommendedthatyou questionit. Thereis
almostcertainlyaway to undermineit.
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Appendix B. vCard implementation

vCardsareacommoninterchangeformatfor PIM'sandaddressbooks,GenieGatesupportsdownloading
of vCard's for usersin thesearchresultpage.

vCardshaveonly beentestedwith theLinux GnomeCardprogram.It shouldwork with mostany PIM
sincevCardsareastandard�le format.

In orderfor vCardsto work, certainpropertiesneedto beavailable.(Unsetpropertiesaresimplyskipped
over, but thepropertyde�nition mustexist.)

Table B-1. vCard �elds and properties

Proper ty/Field Description

Fields

email Email address

name Usersname

Publicproperties

tel Telephonenumber

street Streetaddress

city City

state State/ province

postalCode country

fname FirstName

lname Lastname

fax Faxnumber

title Jobtitle

organization Organization/Company

homePage HomePage

dob Dateof Birth

wphone Work phone

Privateproperties

comments Personalcomment�eld

Youmayneedto setyourbrowserup to handlethemimetypeof text/directoryto work with your
favoritePIM.
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Appendix C. Plugins

If you areusingbasicapacheauthentication,youarealreadyfamiliarwith GenieGate'splug-inmodel.

How you usea pluginwill varyonwhatit does,but it will involveeditingyour
~/geniegate/conf/geniegate.ini sothatGenieGatewill utilize them.

Thecritical con�gurationvariableis PLUGINSwhichcontainsacolondelimitedlist of pluginPHP�les.

Tip: You should remove any plugins you are not using because they could slow down your web site.

C.1. Apac heDBM large scale htaccess.

Apachesupportswhatis known asDBM authentication.This typeof authenticationis idealfor high
traf�c websiteswherea largenumberof usersand/ora largenumberof requestspr. minutearecommon.

Beaware,however thatbothPHPAND Apachemustbecompiledwith thecorrectdbmsupportin order
for this plugin to work.

Example C-1. Con�guring for ApacheDBMwith GNU dbm support

PLUGINS=GenieGate/Api/Plugin/Apache.php:G enieGa te/Api /Plugi n/Apac heDBM.php
[ApacheDBM]

; in your .htaccess set AuthDBMGroupFile and AuthDBMUserFile to the same
; filename.
;
AuthDBMFile=/home/joe/geniegate/conf/apac he/aut hentic ate.db m

; The DBM Handler, this will vary depending on what is supported on your system.
; See: http://www.php.net/manual/en/ref.dba.php for what the values mean.
;
; Options are gdbm,dbm,ndbm,db2,db3
; (NOTE that the value selected has to work with both Apache AND php)
DBMHandler=gdbm
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Appendix D. XML expor t/impor t

GenieGatesupportsimportingandexportingof XML format�les. Thesearegiventhemimetypeof
application/x-geniegate-xml .

Many otherusermanagementapplicationssupportfeaturesthataren't directly relatedto themanagement
of useraccess.Thingssuchasnewsletters,photographs,emails,etc..

XML is GenieGate'sanswerto desiredfeaturesthatarebatchorientedin nature.Onecould,for example
usetheXML to producea list of userswhohavetheproperty"WantEmail"to producea monthly
newsletter. AnotherapplicationmightapplyastylesheetthatgeneratesanHTML reportin a formatthat
you �nd useful.It workstheotherwayaround,too. If youhavea list of usersin someotherformatand
wish to give themaccess,theansweris in gettingthatformatinto thetypeof XML whichGenieGate
understands.

D.1. Overview of the format

Theformatconsistsof groupde�nitions, propertyde�nitions andusers.Thebestway to becomefamiliar
with it is to view oneof the�les thathavebeenexported.

Example D-1. Example XML document

<!DOCTYPE GenieGate SYSTEM"geniegate.dtd">

<GenieGate>
<GroupDefinitions>
<GroupDefinition gid="test" name="My test group" />
</GroupDefinitions>

<PropertyDefinitions>
<PropertySection id="com.example.PhotoAlbum"

title="Properties of a Photo Album">
<PropertyDefinition property="photo" title="Photograph URL" />
</PropertySection>
</PropertyDefinitions>

<Users>
<User uid="test" name="Test User" password="testing" email="test@example.com" confirm="Y">
<Groups>
<Group gid="test" />
</Groups>
<UserProperties section="com.example.PhotoAlbum">
<UserProperty property="photo">
http://home.example.com/photo.jpg
</UserProperty>
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</UserProperties>
<UserProperties section="genie.form.Public">
<UserProperty property="city">Any Town</UserProperty>
</UserProperties>
</User>
</Users>

</GenieGate>

Herewe'vecreateda groupcalled" test". We'vealsocreateda propertysectioncalled
com.example.com.PhotoAlbum . (Presumablythis is anapplicationusingGenieGateonanAPI level
to manageit' sown setof user-level properties.)It containstheproperty"photo".

We'vealsocreated(or updated)theuserwith theid of test.We'vegiventhis personaccessto the"test"
group.Sincewe'vede�ned theproperty"photo" for our hypotheticalphotographalbum,we canstorethe
url to thispersonsonlinephotograph.

We'vealsosetthispersons"city" to "Any Town" thepropertyis in the"genie.form.Public"section.Since
this propertyis alreadyde�ned,we cangoaheadanduseit.

D.2. The DTD for the XML format

<!-- Root element -->
<!ELEMENT GenieGate (GroupDefinitions?,
PropertyDefinitions?,
Users?)>

<!ELEMENT GroupDefinitions (GroupDefinition*)>
<!ELEMENT GroupDefinition EMPTY>
<!ATTLIST GroupDefinition gid NMTOKEN#REQUIRED>
<!ATTLIST GroupDefinition name CDATA #IMPLIED>
<!-- Flag not used -->
<!ATTLIST GroupDefinition signup (Y|N) #IMPLIED>

<!ELEMENT PropertyDefinitions (PropertySection*)>
<!ELEMENT PropertySection (PropertyDefinition*)>
<!ATTLIST PropertySection id NMTOKEN#REQUIRED>
<!ATTLIST PropertySection title CDATA #IMPLIED>

<!ELEMENT PropertyDefinition EMPTY >
<!ATTLIST PropertyDefinition property NMTOKEN#REQUIRED>
<!ATTLIST PropertyDefinition title CDATA #IMPLIED>

<!-- Container for Users, this should be in another file. -->
<!ELEMENT Users (User*) >
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<!-- Container for a user. -->
<!ELEMENT User (Groups?,UserProperties*)>
<!ATTLIST User uid NMTOKEN#REQUIRED>
<!ATTLIST User email CDATA #REQUIRED>
<!ATTLIST User password CDATA #REQUIRED>
<!-- YYYY-MM-DD -->
<!ATTLIST User created NMTOKEN#IMPLIED>
<!ATTLIST User confirm (Y|U) #REQUIRED>
<!ATTLIST User name CDATA #IMPLIED>

<!-- Groups user is a member of. -->
<!ELEMENT Groups (Group*)>
<!ELEMENT Group EMPTY>
<!ATTLIST Group gid NMTOKEN#REQUIRED>

<!-- Properties grouped by a section. -->
<!ELEMENT UserProperties (UserProperty*)>
<!ATTLIST UserProperties section NMTOKEN#REQUIRED>

<!-- Only element that actually uses #PCDATA. (Since a property could
in theory contain multiple lines) -->

<!ELEMENT UserProperty (#PCDATA)>
<!ATTLIST UserProperty property NMTOKEN#REQUIRED>
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Tip: The main purpose of this license is the disclaimer. In general, just use common sense, meaning
don't redistribute it or hold me responsible for any damages. If you are using the free version, you
must do some advertising. That means the links must be provided on every signup and login form,
with the text "User Management Solutions" as the text of the link.

Web designers or virtual host providers may share the software among multiple clients. (this was,
after all, the whole point of the ~/geniegate/ directory structure)

The networked �le systems clause is provided to make it possible to run multiple copies on ISP's that
have several machines networked together. The �re wall portion is intended to prevent this clause
from being abused.

You may use it for free provided the link <A HREF="http://www.geniegate.com/">GenieGate User
Management Solutions</A> anywhere a login box and signup form exists. Additionally, the tagline
that is sent out with email messages must also be present.

Copyright © 2003-2004JamieHoglund.All rightsreserved.

Purchaseror Partner(Licensee)aregrantedpermissionto usethesoftware("software")underthe
following conditions:

Redistribution in sourceor binaryforms,with or withoutmodi�cation, is notpermitted.

Freeversionsof GenieGatemustprovidethelink <A HREF="http://www.geniegate.com/">GenieGate
UserManagementSolutions</A>oneachlogin form andsignupform. Additionally, thelast3 linessent
in emailmustnotbemodi�ed.

Softwaremaybeusedby multiple person(s)on thesamecomputingplatform("computer")providedthat
suchpersonsaredirectlyassociatedto Licenseein abusinessendeavor, this includes,but is not limited to
clients,customers,or employees.

Multiple copiesmaybeusedoncomputersnetworkedin sucha mannerasaretransparentto Licensee,
suchasnetworked�le systems,wherepropersoftwareoperationis notpossiblewithoutsuchnetwork
installed,softwaremaybeusedonmultiple computers.All hardwarein suchanenvironmentmustreside
behindthesame�re wall. (generallyresidein thesame"intranet")

Softwaremaybecopiedfor developmentor testingby licenseeor employeesof licenseeprovidedthe
otherconditionsin this licensearesatis�edandsuchinstallationsareusedexclusively for software
development.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSEDORIMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIESOF MERCHANTABILITY
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AND FITNESSFORA PARTICULAR PURPOSEARE DISCLAIMED.

IN NO EVENT SHALL THE JamieHoglund,ORCONTRIBUTORSBE LIABLE FORANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL,EXEMPLARY, ORCONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENTOF SUBSTITUTEGOODSOR
SERVICES; LOSSOF USE,DATA, ORPROFITS;ORBUSINESSINTERRUPTION)HOWEVER
CAUSEDAND ON ANY THEORY OF LIABILITY , WHETHERIN CONTRACT, STRICT
LIABILITY , OR TORT (INCLUDING NEGLIGENCEOROTHERWISE)ARISING IN ANY WAY
OUT OFTHE USEOF THIS SOFTWARE, EVEN IF ADVISED OFTHE POSSIBILITYOFSUCH
DAMAGE.

Portionsof this licenseborrowedfromtheApachelicense. See:http://www.apache.org/
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This brie�y coversthetablesin useby GenieGate.

You'll noticethey all begin with thelettersua_this shouldeaseproblemssharingGenieGatewith other
applicationson thesamedatabase,unlesstheotherapplicationshappento usetablesthatbegin with ua_.

Table F-1. MySQL tables

Table Purpose

ua_group Groupde�nitions andnames

ua_members Links userswith groups.

ua_psect Propertysections

ua_prnam Propertyde�nition

ua_prnam Propertyde�nitions

ua_prop Storesuserproperties.

ua_users Useraccounts

Theactual�elds aren't coveredhere,youshouldlook at thetablesdirectly to seewhatthey are.(if
you're readingthis,you'reprobablyalreadydoingthat)

Most of it is fairly straight-forward.However, multiplesectionsaresupportedfor propertiesandmight
warrantfurtherexplanation.ua_psectcontainsthesectionde�nitions. This tablecontainsthe�eld sid
whichmapsto a numericsectionID. This is usedfor categorizingpropertiesinto sections.

Thetableua_prnamcontainstheactualpropertynames.Thesehaveprid andsid,sid is joinedwith
ua_psect,to obtainthesectionname.The�eld prid is a globallyuniquenumberfor this property.

Finally, prid is usedto retrievetheactualuserspropertyfrom ua_prop

Thepurposeof doingit "the longway" is thatnumberscanbeindexedandstoredmuchmoreef�ciently
thanstrings,it wouldnotmakesenseto storea longpropertynameseveraltimesover for eachuser.
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