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Chapter 1. Introduction

GenieGates a e xible PHPapplicationfor managinguseraccountsfeaturinga plugin modelallowing it
to interactwith otherapplications.

GenieGates well documentedThis manualis largeto provide documentation speci ¢ areagnost
peoplewill notneed.Sectionghatareoptionalusuallyhave a noteatthe beginningexplainingthatit can
be skimmedover. The programmer#\P| documentatiors coveredseparately

Tip: For your convenience, this manual is indexed at GenieGate (http://www.geniegate.com/). Please
feel free to make use of the web site. It will contain the most up to date information available.

GenieGatesupportsApachestyle groupsandpassvwerdsalongwith PHPbasedsolutions It supports
exportingandimportingdatain an XML formatfor backupsandbatchorientedinteractionwith other
applications.

Wherever possiblejt staysout of yourway soyou candesignyour websitein away that ts your style.
Theuserlevel functionssupporta LOCATIONparametewhich allows you controloverwherethe useris
directedaftercompletinganoperation With this LOCATION variable ,useranaynot evenbe awarethey
areusinganaccountmanagerTo them,it mayappeamsthoughthey're simply usingyour website.

Throughit's plugin AP, it is possibleto integrateGenieGatavith otherapplicationgequiringuser
accesgontrols.This allows you to have oneusernameandpassverd for severalcgi scriptsand
applications.

Throughit' s propertiesGenieGatés capableof storingarbitraryKey - Value setsof data,classi edin
groups.This e xible propertymanagemerdllows additionalpropertiedo be addedastime goeson,
multiple classi cationsallow applicationgo utilize "pr. user"propertieswithoutinterferingwith
GenieGate

GenieGatdandleggroups which provides e xibility in accesgontrol. This meanghatcertainuserscan
have accesdo areatheruserscannot.

Apartfrom beinganapplicationit is alsoan API for otherapplicationgo utilize.



Chapter 2. Installation

In ary e xible applicationdesignedo suiteawide variety of requirementsereraltechnique®f
deploymentarepossible GenieGateds no exception.

This chaptemwill describethe overall processHowever eachcaseis uniqueandtheremaybedeviations
from this guide.

2.1. Director y Structure

GenieGatas structuredusinga centraldirectoryfor it' slibrary les, separatalirectoriesfor each
deploymentandweb les locatedwhereit is corvenientfor thewebmasteito placethem.

« ~/geniegate/

Eachinstancehasit's own ~/geniegate  directory This directorycontainscon guration les,
templatesanddatarequiredfor it's own particularsetup.

Tip: In your geniegate.ini con gur ation le, this is referred to as WORKDIR.

It is recommendethatyou placethis directoryin your HOME directory (SHOME/genigateffor
UNIX users)

Thevariouscommon.php les thatresideunderweb/ assume-/geniegate/  isin your UNIX home
directorylf thisis notthecaseyouwill haveto editcommon.php andspecifythe
GENIEGATE_CONF_FILEaswell asGENIEGATE_HOME

e lib/

Thelib/  directorycontaingheglobal les thatareusedby default. Filesin this directoryshould
never be edited,insteacthey shouldbe copiedto the appropriatesubdirectoryin ~/geniegate  and
editedthere.(very muchlike personalizedettingsin your $HOMEirectoryfor otherapplicationssuch
asemacs)

« web/



Chapterz. Installation

Impor tant: It is extremely important that your private ~/geniegate  is not accessible by the web
server

This directorywill containpassverdsandotherinformationthatshouldnotbe madepublic. It is
recommendethatthis bein your UNIX HOME directory

Theweb/ directoryrefersto ary les thatarewebaccessibletypically someplacein your
DocumentRoot.

Beforewe proceedo the "Quick Start"section,it is assumedhatyour webdirectoryis someplacein
webspaceandcanbereachedhroughawebbrowser, thatyour ~geniegate/  hasbeencopiedsome
placeoutsidewebspace.

2.2. Quick Start

This sectionattemptgo quickly walk throughthe procesf installationandsetup it doesnot coverthe
Apacheplugin con guration.If you have skippedthroughthedirectorystructureyou shouldreturnto it
now.

2.2.1. Install database

GenieGateequiresaccesto a MySQL database.
Setupdatabase

1. Createdatabasenysql> CREATE DATABASE dbname;

Tip: It is recommended that GenieGate be given it's own database. (in cases where multiple
instances of ~/geniegate  exist, separate databases are required)

2. Setupauserandgrantpermissionsmysql>GRANT ALL PRIVILEGES ON dbnameTO
usemame|DENTIFIED BY 'secet’;

Wheredbnamaes the nameof the databasgou arecreatingusernames the usernamdor
connectingo thedatabasandsecet is the passvord usedin connectingo your database.

3. Flushtheprivilegessothatyou mayconnect.

mysql>FLUSH PRIVILEGES;
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Tip: Your internet service provider may have provided you with tools to manage mysq|l
databases. You should check with your ISP for the nal word on creating and granting access to
databases. In many cases, these steps will have already been done for you.

More information about mysq|, including security policies can be found at http://www.mysqgl.com/

2.2.2. Edit ~/geniegate .ini

Next, edityourlocal geniegate.ini con guration le. In particular make surethe[databaseskection
is accurate.

~/geniegate/conf/geniegate.ini

LIBRARY_PATH

Pathto libraries,this mustpointto thegloballist of libraries.

WORKDIR

This pointsto thelocal ~/genigjatedirectory

PLUGINS

Thisis acolondelimitedlist of plugins

Theremainingcon gurationvaluesaredividedinto sectionsthesesectionsaredivided by
[SectionName ] values(thisis astandardini con guration le)

[database]

HOST

Thehostnamemysqlis runningon.
USER

Thisis theusernaméo connecto MySQL
PASS

Thepassverdto connecto thedatabase.
DATABASE

Thenameof the databaséo connecto.
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Tip: Other areas will need to be con gured too, but they are dependent on the type of setup you will
be doing. At rst it's best to get the database working and return later for the other areas.

2.2.3. Run setup.php

In orderto setupthe databaseables run the setup.phgscriptin your browser It is importantto notethat
this scriptwill only give you your rootlogin/passwrd once.Runningit a secondime will not provide
you with apassverd. (thisis for security)

After setup.phghascompletedyou shouldbeableto login to your controlpanel.You shouldchange
your passverd assoonaspossible.

You can,andprobablyshoulddisableweb/admin/setup.php afteryou aredonewith it.

Congratulationsyou now have aminimal installationcompletedYou canlogin, have alook aroundand
experimentwith differentthings.Be awarethataccountcreationmaynotwork if the pluginsarenot
con gured.

2.3. Basic Apac he Usage

If you areonly usingPHPbasedaccountsthis sectioncanbe skimmedover. You shoulddisableary
pluginsthatmale useof it. (Commeniutthe PLUGINS sectionin your
~/geniegate/conf/geniegate.ini )

This sectionwill quickly gothroughusingthe Apacheplugin here.We assumeyou have aworking
knowledgeof basicauthenticatiorandhave usedthe htpasswdprogramthatshipswith Apache.

To getApachepassverd styleauthenticatioryou needyour con guration (genigyate.ini)PLUGINSto
containGenieGate/Api/Plugin/Apache.php

Con guring [Apac hePlugin]

AuthUserFile

FilenamethatcontainsApachestyle users(the sameusedby the htpasswd

This le, andthedirectoryit residesn mustbewritable by thesener. If theseneris runningas
usernobody thenyou'll probablyhave to changehe permissionn thatdirectoryto 777.
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Simply changinghe permission®nthe le won't work.

This le (andary les in it'sdirectory)shouldNOT bewebaccessible.

AuthGroupFile

Thisis the lename of apachestylegroups.

Justasin thepassverd le, thesenerneedswrite accesgo thedirectory

Example 2-1.Con guring basicapacheauthentication

PLUGINS=GenieGate/Api/Plugin/Apache.php

[ApachePlugin]
The password and group files for Apache regular authentication.

AuthUserFile=/home/joe/geniegate/conf/apa che/pa ssword s.txt
AuthGroupFile=/home/joe/geniegate/conf/ap ache/g roups. txt

Thatshouldbeit, GenieGateavill now be ableto updatethesetwo les eachtime a useraccounts
createdbr modi ed. It is still upto youto con gure your senerto usetheseles.

If you do not needadditionalfunctionality, (suchasusersbeingableto signthemselesup) this maybe
all thatis needed.

Tip: For Apache the relevant directives are AuthType , AuthName, AuthUserFile , AuthGroupFile
, Require (for Require group) see your web servers documentation about how to create these les .



Chapter 3. Where to get help

It is our businesgo helpyou. Pleasecontactus (http://www.genieyate.com/cotact.thp) with ary
guestionsr concerns/ou may have.

Althoughclientsreciere priority help,freehelpis alsoavailable.

Althoughemailsupportis the preferredmethod telephoneonsultingis alsoavailable.In some
circumstancesgonsultingis availablein personaswell. (you mustbewilling to payfor transportation
expensesthis type of consultingis bestresenedfor extremecases)

Pleasdeelfreeto contactusthroughthe contactform at GenieGatdhttp://www.genigyate.com/ve
would like to know of ary concernsproblemsor questiong/ou may have which might enableusto build
abetterproduct.



Chapter 4. Administrative functions

You may safelyskip this chapterit is areferencdor the useradministratve interface,whichis moreor
lessself explanatory

Theadministratve interfaceis GenieGates "control panel”lt allows you to addandremove user
accountscreateandmodify groups,changepasswrds,performqueriesandotheradministratve tasks.

4.1. Sign On

lﬂlmmﬁmetuﬂ#.mm
i

Beforeyou canbegin usingGenieGatg/ou mustsignin. Only thosewho arein theadmingroupmay
signin to thisform.

Whenyou setupthe databasgou createda specialusernamedroot who is alreadya memberof the
admingroup.
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4.2. Main Screen

[Shws Paswwards | Search |

Thisis themainscreenjt shavs you somestatisticsaboutthe numberof usersandprovidesa "quick
search'boxwhereyou cansearchfor usersbasedn their namesgmailaddressesr userID's. (Wild
cardsarepermittedin thisform)
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4.3. User Screen

This menuallows you to create gueryor remove userslt providesan"Expungeold accounts'bption.

This shouldberun periodicallyto clearoutthe pendingaccounts(Situationswherepeoplehave signed
up but did notcon rm their email)

Thesearchboxis morespeci ¢ thantheoneonthemainscreenijt allows you to queryby speci ¢ eld
andto limit thesearcho accountsreatedvithin arangeof dates.

10
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4.3.1. Create User

After enteringa userid in the Usersmenu,this form will be presentedllowing youto createa new user

The Groupsis a multiple optionselectbox containingany groupde nitions you mayhave. Userscanbe
assignedo morethanonegroup,typically by holdingthe CONTROL key while selectinggroupswith
themouse.

Thenameemailandpassverd arerequired elds.

Thepropertiesareoptional,(in fact,you cande ne your own propertiesn the Propertiesnenu)

After you have lled in theinformation,you may hit the submitbutton (not shavn) to createthis user

11
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4.3.2. Search Users

This gure is anexamplesearchresultspage providing links to avCard andalink to aneditscreen.

ThevCardis away of exportingthis usersnformationinto your addres&inddepend®n certainkey
propertiedo be lled in.

Clicking ontheemailaddressllows you to emailthis user

By default, passverdsarenot shovn unlessthe button"show passwerds”hasbeenselectednthesearch
box.

4.4. Groups

Groupsprovide accessevel functionality.

12
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Membersmaybelongto 1 or moregroups.Accesdevelsmaybe setdependingpn which group(s)a
givenuserbelonggo. In thisway, it is possibleto provide restrictiongthateffectively sayOnly admin
uses allowedhere

You may create modify or remove groupsfrom this menu.Be awarehoweverthatthegroupID's may
have signi cant meaningto oneor moreplug ins For this reasongroupsshouldbe alphanumeric.

Clicking onagrouplD providesallist of membersvho are in that group aswell asa form for editingthe
groupslabelor removing it.

4.5. Proper ties

Propertiesarepiecesof dataassociatedo users An examplepropertywould be someonestelephone
numberor zip code.

You mayde ne or remove ary propertiesyou wish, however be awarethatpluginsor otherapplications
maydepencbnthem.

Creatinga new property. Involvesselectingdecidingif it shouldbea public or private property Then,
male sureto selecttheright classi cation.(undersection)The public/privatestatuscannotbe adjusted.

13
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4.6. Export (and impor t)

GenieGatesupportamportingandexportingyour data.lt will exportin avarietyof formatsincluding
apachestyle groups passwrdsandGenieGates own XML format.

Importingis only supportedvith XML les.

14



Chapter 5. User level functions

This sectiondealswith userlevel functions.(signup, passverd reminder changepasswerd, etc..)

If you areusingGenieGatdor manualaccountreationgthroughthe administratiorinterface)anddo
notwish your usersto have suchfunctionality, you canskip this chapter

5.1. The webl/user/ les

Theweb/users/  directorycontainsPHPcodethatis designedor userso run.

web/users/index.php Couldrun everyfunction,howeverfor corveniencehereareseveraldistinct
scriptsthatrun particularfunctions.This providesaway to link to themusingcorventionaHTML
anchors.

Thesescripts(aswell astheadminscripts)make assumptionsboutwhereyour ~/geniegate/  resides.
(See:Section2.1)

5.2. User sign up

This sectionhasto do with allowing new membergo signthemselesup automatically The process
involves lling outaform, checkingtheiremailandreturningwith a con rmation code.

The le web/users/signup.php containshe URL for this function, (howeverit doesnot actually
producethe HTML, it is equivalentto /path/inde.php?DO_SH®/ SGNUP_FORM=1)

Theform requiresa name,userID,password, emailaddres@ndcon rm addressTheform variablesare:

This form mustbe POST(GET won't work for securityreasons)

Table 5-1. Form variablesfor signup

Form Variable ‘Label What it does

DO_PROCESS_SIGNUP Tellstheapplicationto processa signup. (Hiddenform variable)
USERID UsersID to use

NAME Name Supplieshe personsiame.

EMAIL Email Supplieshepersonemailaddress.

PASSWORD Passvord Suppliesheuserspassverd.

PASSWORDC Passvord Con rm | Suppliesa password for con rmation (mustmatchPASSWORD)

15
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Form Variable Label What it does

LOCATION Optional,if provided, mustbeanabsoluteurl to displayaftersubmit.

After submittingthis form, theuseris asledto checkhis or heremailfor furtherinstructionsAn emailis
sentto the usersemailaddresswith atemporarycon rmation codeandurl usedto validatethe email
address(soit is essentiato usevalid emailaddressewhentestingthis)

Whenthe usercheckgsheir email,they shouldgeta messageavith a url thatlooks somethindik e this:
http://www.example.com/path/to/web/users [confi  rm.php ?C=163&U=userid

Tip: The text of this email is con gur able by creating your own mail-confirm.php

Clicking thelink thegeneratedink will activatetheiraccountandthey will be giventhe opportunityto
login.

TheLogin pageshouldbe speci edin your ~/geniegate/conf/geniegate.ini In the [Url] section
underStartPage By defaultit is http://localhost/ . Whichis almostcertainlynot whatyou want.

5.3. Chang e Password

Userscanchangetheir own passverds,theprocessnvolves lling outaform with their existing
passverd, creatinga new passverd andrepeatinghe new passverd (for con rmation)

Lik e all the otheruserfunctions,web/users/index.php canbeusedto runthefunction,for
corveniencaveb/users/change_password.php canbeusedto shav theform.

It is assumedhatyouwill wantto tie this functionalityinto anexisting web pagethe form variablesfor
doingsoarelistedhere.

Theurl theform is postedo is web/users/index.php

Notethatthe only acceptednethodis POST (for securityreasons)

Table 5-2. Form variablesfor password change

Form Variable Label What it does
PASSWORD Passvord Providesexisting passverd.
NEW_FASS New Passvord Revisedpassvord
CONFIRM_RASS |Passvord Conrm | Con rmation

16
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Form Variable Label What it does
DO_CHANGE_RASSWORD Hidden,actiondirective
LOCATION Optional,redirectionurl.

Tip: The screen that is shown after a password change isn't very nice looking. In most cases the
user should be directed back to what they were doing in the rst place.

You can supply a hidden LOCATION form variable to a url you would prefer them to be directed to.

5.4. Re-send con rmation code

Thisfunctionallows auserto retrieve their con rmation code thisis usefulin theeventthey'velosttheir
email,or needto bereminded.

Theprocesss similiar to passverd retrieval, in thateitherUID or EMAIL form variablecanbe usedto
retrieve theinformation.Insteadof beingsenta passverd reminderthey aresenta URL anda
con rmation codeto re-enablégheiraccount.

Table 5-3. Form variablesfor con rmation codereminder

Form Variable Label What it does

DO _SHON_REMIND _FORM Controldirective, displaysremind-confno
DO_RESEND_CONFIRM Controldirective, sendgeminder
LOCATION Optional,url to bedirectedto.

UID TheiruserlD

EMAIL Theiremailaddress

5.5. Log Out

Onenever really loggedin. Firstoff, oneneveractually"logsin” to any webpage.Throughthe magic
of basiccookiesandsessiormanagemerit canappeathatway but in fact,thisis notthe case (with
statelesgonnectionsall websiteshave this samecaveat)

In GenieGatdogoutgenerallymeanslearingsessiordatathatrelatesto loginsresidingonthe sener. It
is not effectivefor standardHTTP basedauthenticatior{See:SectionA.1 for importantnotesaboutthis)

This form workswith the GET method.

Table 5-4. Form variablesfor password change

17
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Form Variable Label What it does

DO_LOGOUT Controldirective, only neededor index.php

LOCATION Optional,url to bedirectedto.

You may chooseweb/users/logout.php insteadf index.php, Theform variableDO_LOGOUTis

notrequiredif youdothis.

It is recommendethatyou supplya LOCATION parameterthis shouldbe a completeurl to whereyou
would like the userto be directedto afterthelogout.

If thelogoutfunctiondoesnotwork for you, it maybedueto the HTTP basedauthentication(perhaps
carriedover from theadminfunction) You may needto restartyour browser If you arecertainyou are
NOT usingHTTP authenticationyou may have founda bug. Pleasesubmita reportsowe cangetit
corrected.

5.6. Logins

The 2 methodsof login. GenieGatesupport2 methodof authenticationOneis HTTP basedthe other
is sessiorbased.

HTTP authenticatiorhasthe advantageof working with almostany webresourcestaticpagesandcgi
scripts.lt is the standardapproacho webbasedoginsandis partof thecoreHTTP protocol.However,
it hasthedisadwantagan thatmary peopledon't lik e thelook of the signup box. With standardHTTP
basecdauthenticatioryou relinquisha certainamountof control;it is impossibleto provide areliable
logoutfunctionusingthis approach.

Sessiorbasedogin hasthe advantagehatit givesyou morecontrolof the sessiorandcanprovide more
controloverwhatthelogin boxlookslike. However, it hasthe disadantageof requiringcookiesor
passingsessioriD's. It is notasstandardrequiresco-operatiorfrom every webresourceandgenerally
doesnt work with staticHTML pages.

Tip: Apache supports a wide variety of directives. Some of them can be used with PHP to create
session based logins for resources. mod_rewrite  is such a module. See http://www.apache.org/ for
more details on what apache can provide.

To usesessiorbasedauthenticatiorwith GenieGate/ou needto accesst onanAPI level. Thisis not
quiteasdif cult asit seemsit is slightly moreinvolvedbut is generallymoresuitable.

Theweb/users/index.php (with no parametersjisesthe sessiorbasedapproachyhile
web/users/login.php usesHTTP basedandthendefaultsto sessiorbasedf theuserhits cancelon
thepassverd dialogbox. (If index.phpis passedO_LOGIN=1it is equivalentto login.php)

18



Chaptero. Userieveltuncuons
Tip: A much better approach to logging in is to use GenieGate on an API level. You'll get much

better control over the process that way. See web/example/login/ for an easier approach that gives
you better control over what the forms look like.

Table 5-5. Form variablesfor Login

Form Variable Label What it does

DO_LOGIN Directive, optionalwith login.php
LOCATION Optional,redirectafterlogin.
GG_USERID UserID UserID tologin as.
GG_FASSWORD |Passvord Userspassverd

You may noticethatthe pageshavn afterlogin is not particularlyappealingor useful.lt is recommended
thatyou provide 1 or morelogin forms,with the LOCATION setto whereyou would like your visitor to
go aftersigningon.

5.7. Forgotten Passwords

Theprocesf remindinga userof his or herpassverdinvolves lling outaform with their email
addres©ORtheiruserlD, GenieGatewill thenlookuptheiremailaddressindsendthe passverdto the
emailaddresshey usedwhensigningup

This functionworks only with the POSTmethod the correctscriptis web/users/index.php

Table 5-6. Form variablesfor Password reminder

Form Variable Label What it does
DO_SEND_RSSWORD Directive, whatto do.
LOCATION Optional,redirectpage.
UID UserID UsersiD

EMAIL Emalil Accountsemailaddress

EithertheuserlD ortheemailaddressanbeused(In theeventthe userforgothis/heruserID.)It is not
anerrorto supplyboth.If they do supplyboth, rst theuserIDis checledandif notfound,theemail
addresss checled.

It is importantto notethatit will not sendthe accouninformationto ary addresshey typein. Theemail
addresss usedonly to lookuptheir accountinformation.

Tip: The email that is sent to them can be tailored by creating
~/geniegate/lib/vi ews/us ers /mail- password .ph p and changing it.

19
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5.8. Personal settings

GenieGatdasthe ability to storeandmaintainarbitrarypersonakettings.Typical usesarepostal
addressegip codesfavorite colorsandthingslik e that.

Personabkettingsareusedin GenieGates vCard exportimplementation.
If you arenotusingpersonabettingsyou may skip overthis section.

Unlike otherpro le managersyoudo notneedto knowin advancewhich settingsarerequired.You may
addthemthroughthe administratiorinterface.

This sectioncoverspropertiefrom the perspecire of useraccess.

GenieGatalistinguishedetweerinternal andexternal propertiesExternalpropertiesnay be changed
by the user while internalpropertiesareresenedfor theadministratorsise.

FurthermoreGenieGateallows multiple classi cationsof propertieson an API level. This provides3rd
party applicationsandcustomsoftwarewith anability to storepropertieauniquefor it's purposes
separatérom themainonesusedby GenieGate.

About web/users/poperties.php. Thereis aprovidedscriptthatshovsthe HTML requiredto set
propertiesijt primarily senesasanexampleof therequiredHTML, andshouldprobablynotbeusedin a
productionwebsite. (It shavs ALL public propertieson onepagein no particularorder)

Thereis anotherle in web/example/forms/properties.php thatdemonstratea moreuniform,
orderlyapproachThe exampleenablesa userto view andchangeheir addressit needso be edited
beforeit canwork. ($LIB and$POST_URLwill needto besetto their properlocations)

Table 5-7. Form variablesfor changingproperties

Form Variable \What it does

DO_UPDATE_SETTINGS Directive, tells index.phpto updatethe personakettings.
LOCATION Optional,redirectecbageaftercompletion.

PROP propld ThepropertylD to changePROP propld

The PROPpropld mayneedfurtherexplanation;arything afterthe "PROP:" is interpretedo meana
propertylD. So,to setthezip code,onewoulduse <INPUT NAME="PROP:postalCode" .. >
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Chapter 6. Customization

A large problemwith complex web sitesandinfrastructurds thelack of a consistentiserpro le area.
Whenworking with multiple webapplicationsyou areoftenforcedto maintainseveral setsof
username/passwd combinations.

GenieGates notjusta PHPapplication,it alsocontainsa programmer#\Pl andwasdesignedor
completecustomizatiorthroughthe useof templatesandthe model-viev-contoller designpattern.

6.1. About the HTML

Wherever possible ahiddenLOCATION parametecanbe usedto determinevheretheuseris directed
aftercompletingsomethingFor the mostpart,editingthe HTML in GenieGateshouldnotberequired.
In the casesvhereit is desiredthe designsupportssomethingknown as"views" thisis moreor lessa
fang/ way of sayingit's all templatebased.

Editing thetemplatedirectly is strongly discouraged insteadyou shouldcopy thetemplateto
~/geniegate/lib/GenieGate/views/users/ (or
~/geniegate/lib/GenieGate/views/admin/ ) andeditit there.

Doingthiswill allow you theability to run multiple copiesof GenieGateandshieldyou from loosing
changesluringa possibleupgrade (See:Section2.1for amoredetailedexplanation.)

Thedefaulttemplatesetcontainsthe lename atthe bottomof the screenthis canbe usedasa guidefor
whichtemplateto edit.
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Chapter 7. User Templates

Theoutputfrom GenieGateanbealteredby editingtemplates(Or in mary casessupplyinga
LOCATION variableto adesiredpage)

7.1. shell.php - Shell template

Theothertemplatesare"wrapped'in theshell.php  template Thisis the properplaceto remove the
lowerPage: GenieGate/views/users/new-user.php pieceof information.(It is providedfor
your reference)

7.2. Overview of the templates

You may chooseo skip over this portion, it is providedasareferenceThe easiestvay to customizethe
templatess to simply locatethe screernyou wish to modify, view theinformationdisplayedat the bottom
andusethatasaguide.

Eachtemplateis displayedon the pageit appearsHowever, if you have modi ed yourshell.php , this
informationmay notbevisible to you. Simply renamingthe copy you madeat
~/geniegate/lib/GenieGate/views/users/she I.Lphp to atemporaryalueshouldre-enable
this information.

« GenieGate/views/users/account-confirmed.p hp

Shown aftertheaccounthasbeencon rmed.

« GenieGate/views/users/change-password.php

Show thescreerfor changinga passverd.

» GenieGate/views/users/check-email.php

Showv themessagexplaining furtherinstructionshave beensent.
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Chapter/. User lemplates

GenieGate/views/users/error-confirm.php

Shovn whenthereis anerrorduringthe con rm stage.

Thisis expectedo befairly common provide aform for themto manuallykey in their userIDand

con rmation code.

GenieGate/views/users/error-general.php

Shav anerror.

GenieGate/views/users/error-signup.php

Showvn whenthereis a problemwith the new usersignupform.

GenieGate/views/users/logged-out.php

Pageis showvn afterloggingout.

GenieGate/views/users/main.php

Thisis themainmenufor thepersonsaccount.

GenieGate/views/users/new-user.php

New userpage.

GenieGatel/views/users/password-changed.ph p

Thisis shavn aftera userchangesheir passverd.

GenieGate/views/users/sent-password.php

Userpassverd hasbeenemailedto them.

GenieGate/views/users/set-properties.php
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Chapter/. User lemplates

This view is shovn aftera usersetsproperties.

GenieGate/views/users/shell.php

Shellwrapperfor theinterface thisis ahandyplaceto put HTML thatappearglobally. (headers,
footers,etc)

Seethe beaginning of this sectionfor anexplanationof how to useit.

GenieGate/views/users/show-email-password .php

| forgotmy passverd form.

GenieGate/views/users/show-properties.php

Very generic'properties"menu,shavs all the usergpropertiesandprovidesa form for themto edit
them.

GenieGatel/views/users/stylesheet.php

This s the stylesheeincludedin shell.php

GenieGatel/views/users/user-signup.php

This shavs the usersignupform.

GenieGate/views/users/remind-confno.php

Displaysform for sendingcon rmation codereminder

GenieGate/views/users/check-email-remind. php

Screershown aftercon rmation codehadbeensent.
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Chapter/. User lemplates

7.3. email templates

Email is alsotemplatebased.

Con rmation Email. The le GenieGate/views/users/mail-confirm.php createghetext of the
informationemailedto a new userinstructingthemto con rm theiraccount.

Forgotten Password. Thetext of theemailsentto auserwhenheor shechooseso beremindedof their
passwerdis in GenieGate/views/users/mail-password.php

Con rmation codereminder. Thetext of theemailsentto a userwhenheor shechoosedo be
remindedof their con rmation codeGenieGate/views/users/mail-confirm-remi nd.php .By
default, it simply includesmail-con rm.php
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Chapter 8. Programmer s API

GenieGates notjustanapplication,it alsoprovidesa completeAPI for programmerso use.Through
this API it is possibleto storeandaccesgropertiesperformauthenticatiorandlistenfor events (it is
alsopossibleto do agreatdealmore,you shouldconsultthe api documentsf you areinterested)

Peopleinterestedn usingGenieGatdor basicauthenticationrmay skip this chapterHowever, it should
bereassurindo know thatit is availableshouldyour needsgrow beyondwhatis alreadyprovided.

Theactualdocumentatiorior this APl is not coveredhere,it is generatedby afreetool calleddoxygen
(atthetime of this writing, doxygendoesnot supportthe DocBookformat)

8.1. Login via the API

ThePHP les in yourweb/examples/login directorydemonstrata PHPbasedapproactto passverd
protectingPHPdocumentsBoth form basedandHTTP authenticatiorbasednethodsaredemonstrated.

Using the examplesinvolvescon guring . Thelocationof ~/geniegate/conf.php needgo beset
beforetheexamplescanbeused.

After you've alteredthemwith thecorrect le location,you maytry themout. basic.php  providesthe
HTTP (with fall-backto a builtin form) method It involvesaddingl line to a PHPdocumentyou wish to
protect.

The2liner.php is slightly moreelegant,it demonstratebBow to useaform basedapproachwith a
userde nedform for theuserto Il out.

8.2. "Passive" login

Passve loginsareusefulin situationswhereyou only needto protectportionsof adocumentwishto
provide separateersionsof the samedocumentdependingon whetheror nota userhassignedon.

A classicexamplewould be providing a sign-onform to peoplewho arenot signedin.

Passve loginsarealsousefulin situationswhereyou requireaccesgo the propertiesof a givenuser
(suchasaddressesr names)ut do not wish your pageto fail if heor sheis notalreadyamember

The exampleweb/example/login/passive.php demonstratethis functionality. Justasthe other
examplesjt needgo becon gured prior to usingit.
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Chaptero. Frogrammes AF|

8.3. Plug ins

If you areusingApachestyle passverds,thenyou have comeinto contactwith plugins.They involve
addinganentryto your PLUGINSandoptionally settingup someothercon gurationsections(Thisis
donein ~/geniegate/conf/geniegate.ini )

Pluginsarephpclasseshat"listen" to eventssuchasnew usercreationor accountthangesThey are
typically designedo maintainsynchronizatiorwith otherapplicationghatmay needto know about
theseevents.

To createa plugin, you shouldextendGenieGate_Api_Plugin andprovide methoddor theevents
you areinterestedn.

The logger plug in. For asimpleexampleplugin, GenieGate_Api_Plugin_Logger is agoodplace
to start.It will log eachevent(andit's parametersfo a le. It is ausefulpluginto assistin determining
thoseeventsyou areinterestedn.

8.4. Creating/Modifying the GenieGate libraries

Generallyyou shouldnever needto modify thelibrariesof GenieGateDoing sois notof cially
recommendedyut it is possiblewith minimal hassles.

Pleasedo NOT changehe les in thegloballib/  directory You shouldcopy themto your
~/geniegate/lib/ directoryandeditthemthere.
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Appendix A. Caveats and things to note

A.1l. HTTP Authentication and Log outs

Whenusingbasicauthenticatiorapachestyle (or any websener usingbasicHT TP authenticationjhe
login credentialsarestoredon the browserthis hasthe unpleasansideeffect thatit is simply not possible
to provide aneffective"logout” function.

Theonly way to actuallylog out of sucha siteis to shutyour browserdown or if the browsersupportst,
clearthelogin credentials(Eventhisis not alwaysreliablebecauséhe browsermaynotknow which
cookies/credentials/forwariableso clear)

Workarounddor this style of authenticationincludethingslik e sendingthe clientbrowsera header
statingtheir credentialsverenot acceptedbut the usercouldsimply cancelandsignonto anothepage
anyway.

Whenusingsitesthatusethis type of authenticatiornit is usuallybestto restartthe browserwhendone,to
ensureyour passverdis notpresered.(eventhen,somebrowsersmay chooseo cachethisinformation)

If alogoutfunctionis imperative you canrestrictyour application(s}o usingGenieGat@nanAPI level,
thiswill work (sincethelogin credentialsarestoredonthesener).

Thereis nothingsener-sidethatcandealwith this problemreliably. If awebapplicationclaimsto offer
this functionality (with HTTP authentication}t is stronglyrecommendethatyou questionit. Thereis
almostcertainlyaway to underminat.
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Appendix B. vCard implementation

vCardsareacommoninterchangdormatfor PIM's andaddres$ooks,GenieGatesupportsdiownloading
of vCard'sfor usersn the searchresultpage.

vCardshave only beentestedwith the Linux GnomeCargrogram It shouldwork with mostany PIM
sincevCardsareastandardle format.

In orderfor vCardsto work, certainpropertiemneedto be available.(Unsetpropertiesaresimply skipped
over, but the propertyde nition mustexist.)

TableB-1.vCard elds and properties

Proper ty/Field ‘Description
Fields

email Email address

name Usersname
Publicproperties

tel Telephonenumber

street Streetaddress

city City

state State/ province

postalCode country

fname FirstName

Iname Lastname

fax Fax number

title Jobtitle

organization Organization/Compan

homeRge HomePage

dob Dateof Birth

wphone \Work phone
Privateproperties

comments Personatommenteld

You may needto setyour browserup to handlethe mimetype of text/directoryto work with your

favorite PIM.
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Appendix C. Plugins

If you areusingbasicapacheuthenticationyou arealreadyfamiliar with GenieGates plug-in model.

How you usea pluginwill vary onwhatit doesbutit will involve editingyour
~/geniegate/conf/geniegate.ini sothatGenieGatawill utilize them.

Thecritical con gurationvariableis PLUGINSwhich containsa colondelimitedlist of plugin PHP les.

Tip: You should remove any plugins you are not using because they could slow down your web site.

C.1. Apac heDBM large scale htaccess.

Apachesupportsvhatis known asDBM authenticationThis type of authentications idealfor high
traf c websiteswherealarge numberof usersand/oralarge numberof requestgr. minutearecommon.

Be aware,howeverthatbothPHPAND Apachemustbe compiledwith the correctdbmsupportin order
for this pluginto work.

Example C-1. Con guring for ApacheDBMwith GNU dbm support

PLUGINS=GenieGate/Api/Plugin/Apache.php:G enieGa te/Api  /Plugi n/Apac heDBMphp
[ApacheDBM]

in your .htaccess set AuthDBMGroupFile and AuthDBMUserFile to the same
. filename.

AuthDBMFile=/home/joe/geniegate/conf/apac he/aut hentic ate.db m

; The DBMHandler, this will vary depending on what is supported on your system.

; See: http://www.php.net/manual/en/ref.dba.php for what the values mean.
; Options are gdbm,dbm,ndbm,db2,db3

; (NOTE that the value selected has to work with both Apache AND php)
DBMHandler=gdbm
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Appendix D. XML expor t/impor t

GenieGatesupportamportingandexportingof XML format les. Thesearegiventhe mimetype of
application/x-geniegate-xml

Many otherusermanagemenrdpplicationssupportfeatureshatarent directly relatedto the management
of useraccessThingssuchasnewslettersphotographsemails,etc..

XML is GenieGates answerto desiredfeatureshatarebatchorientedin nature.Onecould,for example
usethe XML to produceallist of userswho have the property"WantEmail“to producea monthly
newsletter Anotherapplicationmight apply a stylesheethatgenerateanHTML reportin a formatthat
you nd useful.lt worksthe otherway aroundtoo. If you have alist of usersin someotherformatand
wish to give themaccesstheanswetis in gettingthatformatinto thetype of XML which GenieGate
understands.

D.1. Overview of the format
Theformatconsistsof groupde nitions, propertyde nitions andusers.The bestway to becomefamiliar
with it is to view oneof the les thathave beenexported.

Example D-1. Example XML document

<IDOCTYPE GenieGate SYSTEM"geniegate.dtd">

<GenieGate>

<GroupDefinitions>

<GroupDefinition gid="test" name="My test group" />
</GroupDefinitions>

<PropertyDefinitions>

<PropertySection id="com.example.PhotoAlbum"

titte="Properties of a Photo Album">

<PropertyDefinition property="photo" titte="Photograph URL" />
</PropertySection>

</PropertyDefinitions>

<Users>

<User uid="test" name="Test User" password="testing" email="test@example.com" confirm="Y">
<Groups>

<Group gid="test" />

</Groups>

<UserProperties section="com.example.PhotoAlbum">

<UserProperty property="photo">
http://home.example.com/photo.jpg
</UserProperty>
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Appenany. AML export/import

</UserProperties>
<UserProperties
<UserProperty
</UserProperties>
</User>

</Users>

section="genie.form.Public">
property="city">Any Town</UserProperty>

</GenieGate>

Herewe've createda groupcalled" test". We've alsocreatedh propertysectioncalled
com.example.com.PhotoAlbum . (Presumablyhisis anapplicationusingGenieGat@n anAPI level
to managat's own setof userlevel properties.)Jt containsthe property”photo".

We've alsocreated or updatedYhe userwith theid of test.We've giventhis persomaccesgo the"test"
group.Sincewe've de ned the property“photo" for our hypotheticaphotograptalbum, we canstorethe
url to this personnline photograph.

We've alsosetthis persons'city” to "Any Town" the propertyis in the"genie.form.Public'section.Since
this propertyis alreadyde ned, we cango aheadanduseit.

D.2. The DTD for the XML format

<l-- Root element -->

<I[ELEMENT GenieGate
PropertyDefinitions?,
Users?)>

<IELEMENT GroupDefinitions
<IELEMENT GroupDefinition
<IATTLIST GroupDefinition
<IATTLIST GroupDefinition
<l--  Flag not used -->
<IATTLIST GroupDefinition

<IELEMENT PropertyDefinitions
<IELEMENT PropertySection
<IATTLIST PropertySection
<IATTLIST PropertySection

<IELEMENT PropertyDefinition
<IATTLIST PropertyDefinition
<IATTLIST PropertyDefinition

<l--  Container for Users,
<IELEMENT Users (User*)

>

(GroupDefinitions?,

(GroupDefinition*)>

EMPTY>

gid NMTOKEN{REQUIRED>

name CDATA #IMPLIED>

signup  (Y|N) #IMPLIED>
(PropertySection*)>

(PropertyDefinition*)>

id NMTOKEN{REQUIRED>

title CDATA #IMPLIED>
EMPTY >
property NMTOKENREQUIRED>
title CDATA #IMPLIED>

this should be in another file. >
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Appenany. AML export/import

<l-- Container for a user. -->
<IELEMENT User (Groups?,UserProperties*)>
<IATTLIST User uid NMTOKENYREQUIRED>
<IATTLIST User email CDATA#REQUIRED>
<IATTLIST User password CDATA#REQUIRED>
<l-- YYYY-MM-DD -->

<IATTLIST User created NMTOKEN¢IMPLIED>
<IATTLIST User confirm (Y|U) #REQUIRED>
<IATTLIST User name CDATA#IMPLIED>

<l--  Groups user is a member of. -->
<I[ELEMENT Groups (Group*)>

<IELEMENT Group EMPTY>

<IATTLIST Group gid NMTOKEMNAREQUIRED>

<l--  Properties grouped by a section. -->
<IELEMENT UserProperties (UserProperty*)>
<IATTLIST UserProperties section NMTOKEN{REQUIRED>

<l--  Only element that actually uses #PCDATA. (Since a property could
in theory contain  multiple lines) -->

<IELEMENT UserProperty (#PCDATA)>

<IATTLIST UserProperty property NMTOKENYREQUIRED>
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Appendix E. License

Tip: The main purpose of this license is the disclaimer. In general, just use common sense, meaning
don't redistribute it or hold me responsible for any damages. If you are using the free version, you
must do some advertising. That means the links must be provided on every signup and login form,
with the text "User Management Solutions" as the text of the link.

Web designers or virtual host providers may share the software among multiple clients. (this was,
after all, the whole point of the ~/geniegate/  directory structure)

The networked le systems clause is provided to make it possible to run multiple copies on ISP's that
have several machines networked together. The re wall portion is intended to prevent this clause
from being abused.

You may use it for free provided the link <A HREF="http://www.geniegate.com/">GenieGate User
Management Solutions</A> anywhere a login box and signup form exists. Additionally, the tagline
that is sent out with email messages must also be present.

Copyright © 2003-2004JamieHoglund.All rightsresened.

Purchaseor Partner(Licensee)aregrantedpermissiorto usethe software("software")underthe
following conditions:

Redistritutionin sourceor binaryforms, with or without modi cation, is not permitted.

Freeversionsof GenieGatemugirovide thelink <A HREF="http://wwwgenigate.com/">GeieGate
UserManagemen$olutions</A>on eachlogin form andsignupform. Additionally, thelast3 linessent
in emailmustnotbemodi ed.

Softwaremay be usedby multiple person(spnthe samecomputingplatform (“computer")providedthat
suchpersonsaredirectly associatedb Licensedan abusinesendeaor, thisincludes but is notlimited to
clients,customerspr employees.

Multiple copiesmaybe usedon computersietworkedin suchamannerasaretransparento Licensee,
suchasnetworked le systemswherepropersoftwareoperations not possiblewithout suchnetwork
installed,softwaremay be usedon multiple computersAll hardwarein suchanernvironmentmustreside
behindthe samere wall. (generallyresidein the same'intranet”)

Softwaremay be copiedfor developmentor testingby licenseeor employeesof licenseeprovidedthe
otherconditionsin thislicensearesatis ed andsuchinstallationsareusedexclusively for software
development.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSEDOR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
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Appendixc. License

AND FITNESSFORA PARTICULAR PURPOSEARE DISCLAIMED.

IN NO EVENT SHALL THE JamieHoglund,OR CONTRIBUTORSBE LIABLE FORANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL,EXEMPLARY, OR CONSEQJENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO,PROCUREMENTOF SUBSTITUTEGOODSOR
SERVICES; LOSSOF USE,DATA, ORPROFITS; ORBUSINESSINTERRUPTION) HOWEVER
CAUSEDAND ONANY THEORY OF LIABILITY , WHETHERIN CONTRACT, STRICT
LIABILITY , ORTORT (INCLUDING NEGLIGENCEOR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USEOF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Portions of this licenseborrowedfromthe Apadelicense See http://wwwapade org/
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Appendix F. MySQL tables

Thisbrie y coversthetablesin useby GenieGate.

You'll noticethey all begin with thelettersua_this shouldeaseproblemssharingGenieGatavith other
applicationsonthe samedatabaseynlessthe otherapplicationshapperto usetablesthatbegin with ua .

Table F-1. MySQL tables

Table Purpose

ua_group Groupde nitions andnames
ua_members Links userswith groups.
ua_psect Propertysections
ua_prnam Propertyde nition
ua_prnam Propertyde nitions

ua_prop Storesuserproperties.
ua_users Useraccounts

Theactual elds arent coveredhere,you shouldlook atthetablesdirectly to seewhatthey are.(if
you're readingthis, you're probablyalreadydoingthat)

Most of it is fairly straight-forvard.However, multiple sectionsaresupportedor propertiesandmight
warrantfurtherexplanation.ua_psectontainsthe sectionde nitions. Thistablecontainghe eld sid
which mapsto a numericsectionlD. Thisis usedfor categorizingpropertiesnto sections.

Thetableua_prnantontainghe actualpropertynamesThesehave prid andsid, sidis joinedwith
ua_psectto obtainthe sectionname.The eld prid is aglobally uniquenumberfor this property

Finally, prid is usedto retrieve theactualuserspropertyfrom ua_prop

The purposeof doingit "the longway" is thatnumberscanbeindexedandstoredmuchmaoreef ciently
thanstrings,it would not make senseo storealong propertynameseveraltimesover for eachuser
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